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Most boards face ongoing strategic IT issues

High Embedded Inseparable
AGovernment _
ADefence ABanking
Alnsurance
AAerospace AHealth
ATelecom
Security/ AAutomotive
Regulatory
Requirements Sustaining Disruptive
AEductation
ARetail AEntertainment
AElectronics ANews/Information
ACommodities ASoftware/services
Low

Atoms Product Offerings Bits
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Never mi nd al | t hat e

US foreclosures Northern Rock Lehman files for
hit 1.5 million takeover brings back bankruptcy
nationalisation
Icgland, what does Al G6s $ 170 RBSshares

national bankruptcy billion bailout plummet
mean?
. China says 20
Japanese Oil prices fall to nillion have
exports fall 46% $40 barrel .
lost jobs
Russia wrestles GM faces E. Europe to bankrupt
with Ruple crisis bankruptcy W. Europe banks
US loses 3 UK suffers largest ~US detictt
million jobs job losses in EU hits $1.7 trillion
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Coping with the recession T 2009 LEF research

A Saving money via the cloud

1. Change
Priorities A Spending and budgetary actions
> Reduce A Innovating your way out of recession
Costs A The CIO and the Board
3. Use the A Customer services strategies
Web .
A The global recession:
A1 Tdés role in enab
A Recessionds i mpac
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Bursting bubbles appear to be more frequent

Dutch Tulips South Sea Gold

Ltuxrrec
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Japan as #1 Web ORevol utHousimg@nd Finance
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Roots of the recession, old and new

Familiar Failed

Human foibles Board Oversight

AReal opportunity AHuge temptations
AExuberance AHerd mentality
ASpeculation ARegulatory cooption
AGreater fool ALack of accountability
ACorruption AToo big to manage
AFear/panic ANo direct knowledge

ACollapse AMgmt by numbers

ARestoration AMisunderstood risks
ARetribution ASilence any naysayers
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Product IT
Run Amok

AEliminate risk
AQuant so
AFormulas

AAlgo-trading
ASpeed/volume
AOver-leveraged

Alnterdependencies
ANon-transparency
AComplexity



The financial meltdown is inseparable from IT

rsher wyon N Beware of geeks Dbieagab n
Black  Scholes Warren Buffett XL

P 02 P 02
Inf —|[+|r+— |t Inf —|[+|Fr—— |t
X ) (=rt) X )
FN —e rd

oAt N A

TOTAL RETURN
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CREDIT
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0.2%

CREDIT
DEFAULT SWAP
98.0%
OTHER CREDIT

DERIVS

0.1%

Pac Man CDS Eats Money
Derivative pricing Credit default swaps
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Traditional board-l e v e | view of Iﬂ ri sk forsm C

High

Significance
of risk

Low

Disaster Firm
Recovery Resiliency
AAvailability
AAgility

Alntegrity

ASecurity
ACompliance

Managerial Quality

Discretion Control
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Probability of risk

High




Do these systems face similar Product IT risks?

Telecom networks € the Internet € the electrical grid é

|l nsurance r i s lkirtafacdcontrdl éa tfi wtnwsr es
options markets é reservations

security profiling € business analytics/intelligence é genetic
research € climate changemodels éap and trade

ur ban wiring systems ¢é eldentty r o
ma n a g e menanb and biotechnology € dr ug si de

genetically modified foods é& ¢c
sy st e mesigrésimulationsé pri vacy, | PR and

defence logistics systems € ficing and revenue optimisation
systems € legacy systems with spaghetti code € telemedicine

€ sSsmart weaponse robotic warf

Crown jewels, complex, double-deep value, experts, formulas
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Emerging forms of Product IT risk

Chance
Events
Probability
Dynamic
Social
Systems
Complexity

Unintended 7.832591
Consequences

False precision
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Distribution

Feedback loops

nth order effects

Black swans

Emergent

Observer effects
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