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Product Offerings

Security/

Regulatory

Requirements

Low

BitsAtoms

High

Most boards face ongoing strategic IT issues 

ÅEntertainment

ÅNews/Information 

ÅSoftware/services

ÅBanking

ÅInsurance

ÅTelecom

ÅRetail

ÅElectronics

ÅCommodities

ÅDefence

ÅAerospace

ÅAutomotive

Disruptive 

InseparableEmbedded

Sustaining

ÅHealth

ÅEducation

ÅGovernment
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Never mind all that é

Lehman files for 

bankruptcy

Japanese 

exports fall 46%

GM faces 

bankruptcy

Oil prices fall to 

$40 barrel

Iceland, what does 

national bankruptcy 

mean?

China says 20 

million have 

lost jobs

US foreclosures 

hit 1.5 million

Northern Rock 

takeover brings back 

nationalisation

US loses 3 

million jobs

E. Europe to bankrupt

W. Europe banks

RBS shares

plummet
AIGôs $170 

billion bailout

Russia wrestles 

with Ruple crisis

UK suffers largest 

job losses in EU

US deficit

hits $1.7 trillion
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Coping with the recession ï2009 LEF research

Å Saving money via the cloud 

Å Spending and budgetary actions 

Å Innovating your way out of recession 

Å The CIO and the Board 

ÅCustomer services strategies 

Å The global recession:

Å ITôs role in enabling the recession 

Å Recessionôs impact on IT

1. Change

Priorities

2. Reduce 

Costs

3. Use the  

Web
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Bursting bubbles appear to be more frequent

1720s1630s

1980s

1870s

1990s 2000s

Dutch Tulips South Sea Gold US Railroads

Japan as #1 Web óRevolutionôHousing and Finance

http://images.google.com/imgres?imgurl=http://www.sacbee.com/static/weblogs/real_estate/archives/PH2006012700873.jpg&imgrefurl=http://www.sacbee.com/static/weblogs/real_estate/archives/012570.html&usg=__WsupTVukyUYZfdjwKfM_uR-Ozbw=&h=283&w=454&sz=208&hl=en&start=4&sig2=XNYpNJlDtCollO5sYnp0eQ&um=1&tbnid=duZoYYbDVKHN5M:&tbnh=80&tbnw=128&ei=brMeSZDrC5Hm0ATvj4XACA&prev=/images%3Fq%3Dalan%2Bgreenspan%26um%3D1%26hl%3Den%26rls%3DGGLJ,GGLJ:2006-39,GGLJ:en%26sa%3DN
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Roots of the recession, old and new

Familiar

Human foibles

ÅReal opportunity

ÅExuberance

ÅSpeculation

ÅGreater fool

ÅCorruption

ÅFear/panic

ÅCollapse

ÅRestoration

ÅRetribution

Product IT 

Run Amok

ÅEliminate risk

ÅóQuantsô

ÅFormulas

ÅAlgo-trading

ÅSpeed/volume 

ÅOver-leveraged

ÅInterdependencies

ÅNon-transparency

ÅComplexity

+
Failed

Board Oversight
ÅHuge temptations 

ÅHerd mentality 

ÅRegulatory cooption 

ÅLack of accountability

ÅToo big to manage

ÅNo direct knowledge

ÅMgmt by numbers

ÅMisunderstood risks

ÅSilence any naysayers 

+
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The financial meltdown is inseparable from IT

ñBeware of geeks bearing formulasò ï
Warren Buffett

Black-Scholes 

Derivative pricing Credit default swaps

Gaussian copula

Fisher

Black

Myron

Scholes

David

X Li

http://images.google.com/imgres?imgurl=http://patrick.net/wp/wp-content/toxicwaste.jpg&imgrefurl=http://patrick.net/wp/%3Fp%3D340&usg=__YNMxrFoIJMpmUEMpv5WD_E5-XcE=&h=258&w=320&sz=24&hl=en&start=15&sig2=Y7RrZRH4NjNbxAZ4E3H-ew&um=1&tbnid=p8-z2cfCH7vNbM:&tbnh=95&tbnw=118&ei=DVuQSaCFH6W-MenHvYEL&prev=/images%3Fq%3Dmortgage%2Bbacked%2Bsecurities%26um%3D1%26hl%3Den%26rls%3DGGLJ,GGLJ:2006-39,GGLJ:en%26sa%3DN
http://images.google.com/imgres?imgurl=http://images.businessweek.com/ss/07/08/0822_influential_profs/image/myron_scholes.jpg&imgrefurl=http://images.businessweek.com/ss/07/08/0822_influential_profs/source/3.htm&usg=__CjW45I0YeQkspVEfMQNltjhqKHI=&h=450&w=321&sz=45&hl=en&start=1&sig2=EwiGr3DT9ehGr8RjEQlb6Q&um=1&tbnid=UCRURu6obHuHsM:&tbnh=127&tbnw=91&prev=/images%3Fq%3Dmyron%2Bscholes%26hl%3Den%26rlz%3D1T4GGLL_enUS313US313%26sa%3DN%26um%3D1&ei=C5jjSaqCDqPUlQeFg6CcDg
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Probability of risk

Significance

of risk

Low

High

Traditional board-level view of IT risk isnôt enough

Firm

Resiliency
ÅAvailability

ÅAgility
ÅIntegrity
ÅSecurity
ÅCompliance

High

Disaster

Recovery

Quality

Control
Managerial

Discretion
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Do these systems face similar Product IT risks?

Telecom networks é the Internet é the electrical grid é

insurance risk calculations éair traffic control é futures and 

options markets é reservations systems é driver monitoring é 

security profiling é business analytics/intelligence é genetic 

researché climate change models écap and trade systems é 

urban wiring systems é electronic medical records éidentity 

management é nano and biotechnology é drug side effects é 

genetically modified foods é credit scoring systems é GPS  

systems édesign simulationsé privacy, IPR and patent rules é 

defence logistics systems é pricing and revenue optimisation 

systems é legacy systems with spaghetti code é telemedicine 

é smart weaponsé  robotic warfare é cyber warfare é AI é

Crown jewels, complex, double-deep value, experts, formulas
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Emerging forms of Product IT risk 

Probability Distribution

False precision

Emergent 

Observer effects

Black swans

Complexity

Chance

Events

Dynamic

Social

Systems

Unintended

Consequences

Feedback loops

nth order effects

7.832591
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